A3aMaTTBIK aBUAIUS aKaIEMUSCHIHBIH XKaPIIBIChI Ne3(34)2024

IRSTI 73.37.81
https://doi.org 10.53364/24138614 2024 34 3 7

lIslam Isgandarov’, ‘Teymur Aliyev
!National Aviation Academy, Faculty of Physics & Technology, Azerbaijan, Baku

“E-mail: iisgandarov@naa.edu.az

REVIEW OF INNOVATIVE METHODS TO IMPROVE THE RELIABILITY
OF RADAR INFORMATION IN AIR TRAFFIC CONTROL

Abstract: The paper looks into how onboard aircraft technology may negatively
impact the efficiency of ATC operations. It specifically notes that secondary
surveillance radars (SSRs) may experience interference from systems like the Airborne
Collision Avoidance System (ACAS), Automatic Dependent Surveillance-Broadcast
(ADS-B), and other related systems that operate on the same frequency band. The
accuracy of radar data may be compromised by this interference, making it more
difficult for ATC controllers to manage and monitor air traffic efficiently. Thus, the
paper provides an overview of current problems and promising solutions in the noise
immunity of ATC radar systems, emphasizing the importance of continuous
improvement of technologies to ensure air traffic safety.
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Introduction. Secondary surveillance radars (SSR) are key in providing accurate
and timely information about air objects. Even though SSR is renowned for its
dependability and immunity to interference, risk assessments must carefully reflect the
fact that SSR is still somewhat vulnerable to malfunctions or false alarms. ATC and
other radar systems may be interfered with by aircraft onboard equipment like the
ACAS and ADS-B. Serious problems including false alerts, a loss of radar signals, or
even a full breakdown of the radar system might result from this interference. These
issues originate from the overlap of frequency bands, namely in the 1030 MHz band
utilized by aircraft systems such as ACAS and ATC radar [1-3, 6].

To solve these problems, optimal signal processing methods are actively used.
Analysis of existing data processing methods in ATC radar devices showed that they
have several advantages. Classical methods, such as correlation signal processing,
successfully cope with the task of distinguishing useful signals from noise and
interference. However, these methods have their limitations, especially in complex and
unstable signal propagation environments, which leads to a decrease in the accuracy
and reliability of signal detection [2, 4, 5].
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This article proposes to conduct a comprehensive analysis and synthesis of
existing methods to develop a new approach that will improve the efficiency of radar
signal processing in conditions of increased noise and interference levels. This work is
based on the integration of the most appropriate elements of classical and modern
signal processing methods [3].

Review of the concept of an optimal moving air target detector. To improve
the quality of information, the SSR targets are processed using modern information
technologies. One of the popular methods for improving the reliability of radar
information is a joint optimization approach that combines signal processing and
primary data processing to improve the overall quality of information support provided
to airspace management systems. This approach discusses a scheme for joint
processing of signal data, which is presented in Figure 1. The scheme synthesizes a
structure that allows simultaneous processing of signal data. This integration is critical
to improving the quality of information available to decision-makers in airspace
management systems. Joint processing aims to optimize airborne object detection by
effectively using both types of data [2, 3].
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Figure 1. Block diagram of an ideal detector

The processing involves a weighted summation of binary values (0 and 1) that
reflect previous signal detection decisions. This method allows the system to prioritize
certain signals based on their detection probabilities, which can improve the overall
accuracy of detection.

It should also be noted that the scheme involves the formation of two separate
databases. The first database contains detection results classified by time and space
separation, while the second database contains weights associated with these detection
results. This separation is necessary to apply different processing strategies based on
the data context. The scheme also includes a threshold value that is determined by the
probability of false positives in airborne object detection. This threshold is critical for
making decisions on whether the detected signal should be considered a valid airborne
object or not.

The overall goal of the scheme is to implement an optimal detection algorithm
that can adapt to changing conditions and improve the quality of data processing. This
adaptability is essential to maintain a high probability of detection in different
scenarios.
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To summarize, the scheme covers a complex framework for joint processing,
informed decision-making, database formation, threshold management, and algorithm
optimization. These elements work together to improve the performance of secondary
radar surveillance systems in detecting airborne objects [3].

The analysis shows that certain methods provide better detection rates under
certain conditions, such as a low false alarm probability. These algorithms aim to
improve the tracking accuracy of multiple targets and improve the overall data
processing efficiency in distributed tracking architectures. The synthesis of these
algorithms is critical for predicting activity at the design stage and for combining
probabilistic data associations [4].
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Figure 2. Air object detection features review

The first dependence in Figure 2 demonstrates the relationship between the
probability of detecting an airborne object and various parameters such as the detection
threshold and the number of response signals. The data can be presented as curves that
show how the probability of detection changes for different values of the detection
threshold (z) and the number of signals (n). The curves can represent different data
processing methods, allowing for a comparative analysis of their effectiveness. Thus,
Figure 2 can highlight that as the detection threshold changes, the probability of false
alarms and successful detections changes, providing an idea of the optimal settings for
detecting an airborne object [2,4].

The second dependence in Figure 2 focuses on the effect of the aircraft
transponder readiness factor on the probability of detecting an airborne object. The
figure shows how the probability of detection varies depending on different availability
factors, as seen in the curves to represent different data processing schemes. The
analysis indicates that the data processing scheme is less sensitive to changes in the
readiness factor, indicating its reliability in different operating conditions.

The third dependence in Figure 2 compares the quality indicators of different data
processing schemes for detecting airborne objects. It presents a comparative analysis
of the performance metrics of the first and second data processing schemes using bar
charts or line charts to illustrate the differences in detection probabilities.
Consequently, the second dependence consistently outperforms the first in terms of
detection quality, supporting the conclusion that the new processing structure provides
significant advantages over existing methods.
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Dependences in Figure 2 are expected to provide critical information on the
performance and efficiency of the different data processing schemes for secondary
radar reconnaissance systems, focusing on detection probabilities, the impact of
availability factors, and comparative quality metrics. Significant attention in the
analysis is given to the inter-stage optimization of data processing. The proposed
structure aims to facilitate better decision-making by improving the quality of the
processed data [4, 7].

The analysis highlights the importance of optimizing the processing structure to
ensure the accuracy and reliability of the information used for decision-making. This
Is essential for effective air traffic management and national security. The analysis of
the optimal processing structure for surveillance radars highlights the importance of
detection probabilities, comparison of processing methods, the role of optimization
algorithms, and the impact on decision-making [7].

This innovative approach enables adaptive control of signal detection thresholds,
which is necessary to improve the efficiency and quality of data processing.

The proposed methods represent significant advances in the processing of SSR
data, they also have some disadvantages and limitations that are worth noting:

e Implementation complexity;

e Dependence on accurate data;

e Potential for increased processing time;

e Environmental Dependence. Sensitivity to the environment;
e False Alarm Potential and Risk;

e Cost and Resource Requirements. Resource Intensive;

While the innovations presented above offer valuable insights and advances in
SSR data processing, they also face challenges related to implementation complexity,
data accuracy, processing time, testing volume, and limitations inherent in existing
systems.

Study of detection criteria and decision-making processes based on Neyman-
Pearson and Wald criteria. The study suggests that a sequential detector may
demonstrate advantages under certain conditions. The difficulty of analytically
determining the distribution of the resulting statistics should be considered. Therefore,
it proposes the use of mathematical modeling techniques to effectively compare
detection procedures. The study also discusses the use of the sequential probability
ratio test for radar detection and describes the necessary conditions for comparing the
Neyman-Pearson test and the sequential probability ratio test.

The sequential detection method can reduce the required signal-to-noise ratio for
the Wald test while maintaining fixed false alarms and target miss probabilities. This
Is especially important when the average sample size is equal to the fixed sample size
for the Neyman-Pearson test. The average sample size required for the Wald test is
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smaller compared to the Neyman-Pearson test, given the same false alarm and target
miss probabilities. The sequential decision process based on the Wald criterion
involves setting lower and upper detection thresholds determined by the required false
alarm and target miss probabilities. This iterative process continues until a final
decision is made. The sequential Wald criterion can provide significant advantages in
radar detection performance, especially in terms of reduced sample size and lower
signal-to-noise ratio requirements. This can have practical implications for improving
radar systems in various applications [8].

The approach presents a comprehensive analysis of radar detection
methodologies, highlighting the advantages of the sequential approach over traditional
methods. The use of mathematical modeling and emphasis on practical implications
make this study relevant to researchers and practitioners in the field of radar
technology[7, 8].

Comparison of Neyman-Pearson and Wald criteria. Two important methods
used in this field are the Neyman-Pearson detector and the Wald detector. The
Neyman-Pearson method is based on a statistical test that helps determine whether a
signal is present or not. It uses a specific criterion that aims to maximize the probability
of detecting a signal while keeping the probability of false alarms (incorrectly claiming
that a signal is present when there is none) below a certain level. The Neyman-Pearson
detector is especially useful when the costs of false alarms and missed detections are
different. The Wald detector, also known as the successive probability ratio test, is
another method of signal detection. Unlike the Neyman-Pearson detector, the Wald
detector continuously evaluates the incoming data and makes decisions based on the
probability of the signal being present [9].

It is designed to minimize the mean time to detection, which means that it tries to
make a decision as quickly as possible while maintaining accuracy. Comparing
Neyman-Pearson and Wald detectors is important because it helps researchers and
engineers choose the best method for their specific applications. The comparison can
be visualized using a diagram or flow chart that shows how each detector processes
signals and makes decisions. The diagram can illustrate the steps used in each method,
highlighting the differences in their approaches to detection.

The Neyman-Pearson detector plans based on a fixed threshold, while the Wald
detector continually updates its decision based on incoming data. The Neyman-Pearson
detector is often more effective when the cost of errors is well understood, while the
Wald detector is better suited for situations where quick decision-making is critical.

Taking into account the above, the following scheme is used to compare the
sequential detector with the Neumann-Pearson detector. Using the method of
mathematical modeling of the sequential detection procedure with the specified
stopping thresholds, the authors obtained calculated values of the detection
characteristics (Figure 3). The obtained graphs are completely analogous to the
detection characteristics for the Neyman-Pearson criterion, which is due to the identity
of the operating conditions of the compared detectors.

81



A3aMaTTBIK aBUAIUS aKaIEMUSCHIHBIH XKaPIIBIChI Ne3(34)2024

f Device for processing Z n N 4 '.
2 signal packet #| Threshold _:_“'
) '
Threshold
forming device il L
+ Zﬁ -
Single Signal Iy M devi Z, Threshald 4
Processing Device — 2 > Viemary cevice = | A
7 )
] FZe,)
Bz.| Threshold
_hforming device

Figure 3. Comparison diagram of Neyman-Pearson and Wald detector

Similar results are obtained when using non-coherent accumulation. The
differences lie only in the shape of the detection curve (Figure 4). Thus, the sequential
probability ratio test, like the detection procedure with a fixed sample size, has optimal
properties. In this case, the estimate of the average duration of the sequential procedure
in the absence of a target (no) turns out to be less than the fixed duration of the sample
(N) for the Neyman-Pearson criterion equivalent in error probabilities. The presence
of a gain in the average duration of the decision-making procedure is due to the
transformation of the distribution law of the square of the correlation integral modulus
Z,. In this case, the magnitude of the gain depends on the number of accumulated
signals i n. The noted result agrees with the statement about the time advantage of the
sequential criterion given in, since in the overwhelming majority of resolution elements

there is no target in the radar survey.
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Figure 4. Detection characteristics of the sequential criterion and the Neyman-
Pearson criterion

Figure 5. Average duration of a sequential procedure

The obtained dependence of the average duration of the procedure in the
presence of a useful signal n; has a characteristic maximum, called the resonance of
the duration. It should be noted that in the region of the resonance point, the duration
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of the sequential procedure in several experiments may be longer than the fixed
duration N of the Neumann-Pearson procedure.
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Figure 6. Estlmatlon of instantaneous values of the duration
of a sequential procedure (N=6)

The noted feature will inevitably lead to a delay in the radar detection procedure.
In such cases, it becomes necessary to interrupt the observation procedure at a certain
step with the adoption of a resulting decision in favor of the presence or absence of a
target in the analyzed resolution element. The procedure under consideration is called
truncation of sequential analysis. It should be noted that in practice, primarily due to
the limited observation time, only truncated sequential procedures can be used in radar
detection devices. At the same time, there is no consensus on obtaining optimal
methods for truncating a sequential detection procedure.

Analysis of Mode S responses obtained from single-channel stations with
progressive digital enhancement. In high-density traffic areas, Multilateration
systems, ADS-B and systems of this type may receive several superimposed signals
simultaneously. Current operational systems use only one receive channel connected
to an omnidirectional antenna. When the received responses are superimposed, i.e.
"distorted", their detection and/or decoding in modern equipment is seriously impaired.
In fact, the multiple-channel problem is a typical signal separation problem applied to
a Mode S mixture for which several algorithms already exist. The authors' algorithm,
called the Single Antenna Projection Algorithm (SA), is based on existing PAs and can
be easily implemented on existing receiving stations. The effectiveness of their method
is demonstrated on real data collected from an experimental receiver. The transponder
Is also one of the most important units of the ACAS system and plays an important role
In issuing advisory recommendations, and in the ATC system it is used for its intended
purpose to provide controllers with location data [1,3,6].

On-board transponders are classified according to their design capabilities,
depending on which they can provide information. The most advanced transponder is
the Mode S transponder, which stands for "select". The Mode S onboard transponder
generates response signals selectively, unlike the two previous modes. This ensures
efficient use of the radio frequency spectrum and reduces the workload on controllers.
This transponder is also capable of generating data on the flight speed, aircraft tail
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number, and flight number (call sign). The front surface of the transponder has
indicators that signal the state of the SSR components [10].

The idea is a channel separation method for SSR signals suitable for any
receiving station with a single omnidirectional antenna. The algorithm is based on the
data adaptation required to use the projection algorithm (PA) and leads to a simpler
and more efficient method, the PA single antenna (PASA). As explained earlier, the
goal is to mitigate the distortion problem and improve the channel capacity even in
high-density traffic situations. A typical Mode S station for ADS-B consists of an
antenna, an analog front-end, and a digital section for signal detection and decoding.
Figure 7 shows the general block diagram of a Mode S receiver; the dotted line contains
additional logic functions for the PASA method [1].

Description of the operating principle of the proposed circuit of an
autonomous device for detecting a radio signal of the SSR. To eliminate the
shortcomings in the operation of the ATC in advance, it is important to develop
autonomous detection systems that can improve the reliability and efficiency of radar
equipment. In the proposed innovation, autonomy plays a key role. An independent
detection scheme will be used, in which the central element is a digital data processing
unit. This unit consists of a memory device and a threshold device, which ensures
autonomous decision-making based on incoming data.

non-directional
antenna

AMNALOG E MIXING . i |  SIGMNAL . o
FRONT-END[ 7| AP [T [pETECTION[ | FASA [T DETECTION[T| PECUPING

________________________

Figure 7. 1090 MHz receiver scheme for the PASA

The peculiarity of the SSR radio signal detection scheme is that at each stage of
observation, the SSR signal is compared with two threshold levels - the lower and
upper stopping limits. These limits are determined by the required probabilities of false
alarms and target miss. If the SSR signal exceeds the upper threshold, a decision is
made about the presence of a target (1 A*). If the signal value is below the lower
threshold, a decision is made about the absence of a target (0 A*). If the OP value is
between the thresholds, the observation process continues with the calculation of the
signal for the extended input vector. The transition to using the logarithm of the
likelihood ratio (In(A(f))) in the detection process allows replacing the multiplication
operation with a simpler summation operation, which simplifies computational tasks.
The sequential accumulation of statistics at each observation step continues until one
of the threshold values is reached. If the threshold is reached, the observation procedure
is stopped and a final decision is made. This procedure is an analog of the incoherent
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accumulation of a random number of optimal processing results. An example of
implementing the proposed SSR radio signal detection scheme is the generalized
scheme shown in Figure 7. In this scheme, random signal realizations are sequentially
fed to the input of the optimal processing device. After the first step of the procedure,
the current value of the decision statistics proportional to the logarithm of the radar
signal is formed at the output. This value is accumulated and compared with the
threshold levels at subsequent observation steps until the final decision is made. The
scheme is developed taking into account the need to filter out unwanted noise and
Improve detection accuracy. The statistical methods underlying this process are critical
to the development of reliable radar systems capable of effectively identifying and
tracking targets. The digital information processing unit, which includes a memory and
threshold unit, plays a key role in this system, ensuring autonomous and accurate
decision-making.
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Figure 8. Scheme of the autonomous device for detection of the radio signal of SSR

The input of the device receives received random realizations sequentially. In the
general case, their number is determined by the course of the detection procedure and
Is random. After the 1st step of the detection procedure, a random variable z is formed
at the output of the optimal processing device - the current value of the decision
statistics proportional to the logarithm of the SSR radar signal. The accumulated value
of the statistics is formed at the output of the storage device (SD). The threshold device
makes a decision: to make a final decision with the stop of the observation process or
to make the next observation. The check continues until the decision statistics cross
one of the stopping detection thresholds. In this case, the SD is reset by the "reset"
pulse. Despite the theoretical efficiency of the proposed scheme, there are practical
difficulties, such as the Doppler frequency shift and the unknown energy spectrum of
passive interference, which complicate the detection process in real conditions. In
addition, modern primary and secondary ATC radar systems, despite their critical
importance for aviation safety, may face these and other limitations, which require the
development of more advanced algorithms and approaches to improve their reliability.
In this context, the use of autonomous digital information processing units makes it
possible to increase the reliability and stability of radar systems in difficult conditions
[7, 10].
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Figure 9. Sequential decision-making procedure

The discussion of sequential analysis methods with the concept of an ideal signal
detector and the implementation of autonomous detection systems highlights the
Importance of statistical methods and autonomy for improving the reliability of radar
information in air traffic control (ATC) systems. The application of these approaches
contributes to the development of [9, 10].

Conclusion. This study has examined and suggested novel approaches to enhance
the dependability of radar data in ATC systems, specifically tackling the obstacles
caused by noise and interference in primary and SSR systems. The study draws
attention to the SSR systems' susceptibility to interference from onboard aircraft
technologies, such as ACAS and ADS-B, which share a frequency range and may result
in false warnings or even system failures. A more resilient architecture has been
suggested to improve detection accuracy and lessen the effect of noise by combining
traditional and contemporary signal processing techniques, such as correlation
processing and adaptive filtering. This study's combined optimization methodology
and thorough investigation of data processing techniques show great promise for
raising the general quality and dependability of radar data, which will ultimately lead
to safer and more effective air traffic control. Subsequent investigations can
concentrate on refining the suggested models for instantaneous use and augmenting the
system's resistance to external factors, guaranteeing the dependability of ATC systems
in a range of operational scenarios.

Ucnam Uckennepos, Telimyp Annes

OBb30P HTHHOBALIMOHHBIX METOAOB ITOBBIIIIEHUSA
HAJEKHOCTHU PAJJUOJIOKAIIMOHHOM
NH®OPMALIUU YB/]

Annomayusn: B cmamve paccmampusaemcs, Kak 00pmosvle MeXHOI02UU
CAMOIemo8 MO2YM He2amu8Ho NOGIUAMb Ha 3P dexmusHocmsb onepayuti YBJ[. B nem
0cobo ommeuaemcs, umo 6mopuyHvle 0030pHvie padapvl (BOPJI) mozcym
noosepeamvCsi NOMexXam cO CHOPOHbL MAKUX CUcmem, Kak Oopmoeas cucmemd
npeoomepauwenuss  cmoaxknosenutt  (ACAS),  asmomamuueckoe  3a8ucumoe
wupoxosewamenvroe Haovoodenue (ADS-B) u opyeux cesasanuvix cucmem, xomopwie
pabomarom 8 mom dxe OUAnazoHe 4acmom. Dmu HOoMexu Mo2ym NoCmasums noo
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Yepo3y moyHOCMb PAOUOJIOKAYUOHHBIX OAHHBIX, YMO YCA0dCHAem ducnemyuepam YBJ[
agppexmuenoe ynpasieHue u MOHUMOPUH2 8030YUIHO20 08udcenus. Takum oopazom, 6
cmamve npedcmasieH 0030p MeKyWux npoodnem u NepcneKmuHbIX peuleHull 6
obracmu nomMexoycmouuusocmu paouoiokayuouusvlx cucmem YBJ[, noouepknyma
BAJICHOCMb ~ NOCMOAHHO20 — COBEPUICHCMBOBAHUS — MEXHONIo2ull  obecneueHus
bezonacnocmu 8030YULHO20 OBUNCEHUSL.

Kntroueswvie cnosa: ynpasnenue 8030VUHbIM OBUNCEHUEM, PAOUOTOKAYUOHHBLE
nomexu, JIOJNCHASL UHOUKAYUsL paoapa, ONMmumMu3ayus paouoioKayUOHHbIX OAHHbIX,
nOBblUEHUE — OOCMOBEPHOCMU — PAOUOIOKAYUOHHOU  uHopmayuu,  Kpumepuii
Hevimana-Ilupcona, paduonoxkayuonnoe oonapyaicenue, nomexu bBCIIC.

Ucnam Eckennipos, Telimyp Onves

I9Kb PA/INOJIOKAINUAJIBIK AKITAPATBIHBIH CEHIMALJIIT'TH
APTTBIPYJAbIH UHHOBAIUAJIBIK 9JAICTEPIHE IIOJIY

Anoamna: byn makanaoa aye kemenepiniy 6opmmul mexHonocusicel OKB
onepayusnapulHbly muimoinicine xKanaiu xepi acep ememini Kapacmwvipwliadsl. On
Kaumanama oakwviiay paoaprapvinviy (SSR) ayeodeci coxmwiebicmbl 6010blpMay
acytieci (ACAS), asmomammuvl mayenoi oaxwviiay-xabap mapamy (ADS-B) owcone
Oipoell JHCUiNiK OUANA30HbLIHOA JHCYMBIC Icmelmin 0acka 0a Kamwvicmbvl Jicylienep
CUSIKMbL Jicylieniepdin Kedepeinepine Yublpaybl MyMKIH eKeHiH epeKuie aman omeol.
byn kedepei paoap depexmepiniy 0an10iciH OY3ybl MYMKIH, OY Oucnemuepiep yYulin aye
K032aNbICblH mMUuimMoi 6ackapyobl dcaHe 0Oaxbliayovl KuviHoamaowl. Ocwliauia,
makanaoa aye KO32AIbICbIH 06acKapyoObly paouOIOKAYUATLIK MHCYUeNepiHiy ulyea
Me3iMOiNiei canacblHOazvbl 03eKmi Maceielep MeH NepCneKmueanvly uleuimoepee
WOy  JKcacanvin, aye KO32alblCbl KaVINCi30ieiHiy MeXHONoUSsNAPbIH  Y30IKCI3
AHCeMiNOIPYOiy MAHBIZOBLILIZLI KOPCEMIJI2EH.

Tyiin ce30ep: aye KO32aubICLIH Oackapy, paoap Keoepaici; Hcan2au
PAOUONOKAYUSIBIK, KepcemxiuL, paoap Oepexmepin OHMAUNAHOBIDY;
PAoUoONOKayusIblK — aknapammly — ceHimoiniein — apmmulpy,  Heviman-Ilupcon
Kpumeputii, paoapnapowsi anvikmay, ACAS xeodepeici.
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